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A synopsis of the OHS Body of Knowledge

Background

A defined body of knowledge is required as a basis for professional certificatioorand f
accreditation of education programs giving entry to a profession. The lack of such a bod
of knowledge for OHS professionals was identified in reviews of OHS lagisland

OHS education in Australia. After a 2009 scoping study, WorkSafe Victoria provided
funding to support a national project to develop and implement a core body of knowledge
for generalist OHS professionals in Australia.

Development

The process of developing and structuring the main content of this document was managed
by a Technical Panel with representation from Victorian universities et @HS and

from the Safety Institute of Australia, which is the main professional bodyefogralist

OHS professionals in Australia. The Panel developed an initial concepmalfoak

which was then amended in accord with feedback received from OHS téstiaty-

educators throughout Australia and the wider OHS profession. Specialist authers we

invited to contribute chapters, which were then subjected to peer review and eising. |
anticipated that the resultant OHS Body of Knowledge will in future be regalarinded

and updated as people use it and as the evidence base expands.

Conceptual structure

The OHS Body of Knowledge takes a ‘conceptual’ approach. As concepts aretatistra
OHS professional needs to organise the concepts into a framework in order to solve a
problem. The overall framework used to structure the OHS Body of Knowledge is that:

Work impacts on theafety andhealth of humans who work inrganisations Organisations are
influenced by theocio-political context Organisations may be consideresyatemwhich may
containhazards which must be under control to minimigsk. This can be achieved by
understandingnodels causatiorfor safety and for health which will result in ingwement in the
safety and health of people at work. The OHS prifeml applieprofessional practiceto
influence the organisation to being about this iompment.
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This can be represented as:

Work ‘
impacts on / \ impacts on
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v System
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by understanding by understanding
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Risk

Which is influenced by OHS professional practice

Audience

The OHS Body of Knowledge provides a basis for accreditation of OHS professional
education programs and certification of individual OHS professionals. It providtenge
for OHS educators in course development, and for OHS professionals and professional
bodies in developing continuing professional development activities. Also, OHS
regulators, employers and recruiters may find it useful for benchmarki®ptofessional
practice.

Application

Importantly, the OHS Body of Knowledge is neither a textbook nor a curricuaiherrit
describes the key concepts, core theories and related evidence that should beyshared b
Australian generalist OHS professionals. This knowledge will be gained through a
combination of education and experience.

Accessing and using the OHS Body of Knowledge for generalisH3 professionals

The OHS Body of Knowledge is published electronically. Each chapter can be dd&dloa
separately. However users are advised to read the Introduction, which provikigs iad

to the information in individual chapters. They should also note the copyright requisement
and the disclaimer before using or acting on the information.
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Core Body of Knowledge for the Generalist OHS Profgsional

Systems

Abstract

‘System’ is a commonly used term in Occupational Health and Safety (&H8) for
example, systems of work, OHS management systems and system safetysSlystking
and system methodologies have a rich history outside the OHS sphere. Examinaton of t
use of ‘system’ terminology within OHS indicates that it frequently sai@i ‘systematic’
approach, or a series of logically ordered steps, rather than what has develepsitias
thinking.” Although a systematic approach is useful, OHS management could bemefit fr
the application of systems thinking and from a viable system approach, which treats
organisations as whole entities with interconnected elements, and recogriisesytam
cannot be entirely understood by examining the parts is isolation. This chaptersrédve
development of systems thinking and its historical and present day application tdnOHS
presenting the implications for OHS practice it concludes that the optinmalddttome

can be achieved through an understanding of a system and the application aitdiffere
systems methodologies at different stages in the OHS risk management.process

Keywords:
system, management systems, safe systems of work, system safetgsgigtking, high
reliability organisations, system variability, system adaptability
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1 Introduction

‘System’ is a widely used word, with applications in most fields of endeavour.dnidéas
been argued that the term is so widely used that it has become meaninglddsdd &
Jackson, 1991). Within Occupational Health and Safety (OHS), there is applicitiarious
systems concepts, including ‘system safety,’ ‘sociotechnical systeman-machine
system’ and ‘systems thinking,” as well as the domain-specific ‘yatera of work’ and
‘OHS management system.’ It is vital that OHS professionals and thgsedhnle with have
a clear and shared understanding of such concepts as they apply to OHS. After a brief
examination of the historical development of systems thinking and the concept of a
sociotechnical system, this chapter distinguishes between ‘systemyatehistic’ as a basis
for understanding systems of work and OHS management systems. This is folloaved by
discussion of systems thinking in the context of OHS management systems, systgm s
and system variability. It concludes with some implications for OHS piofedractice

and a final summary.

2 Historical perspective

Systems thinking as a school of thought originated in the late 1920s when biologists began to
realise that while the standard scientific method of studying the compomenopla/ing
organisms yields important information, the critical characteristieeis tevel of

organisation as a whole. In the late 1940s, Austrian biologist Ludwig von Bertalahtiys
generally credited with founding the systems thinking movement, argued “thatdbase

about organisms could be extended to complex wholes of any kind: to ‘systems™
(Checkland, 1999, p. 48). During the 1950s, psychologists (most notably Eric Trist and Fred
Emery) at London’s Tavistock Institute of Human Relations developed the coneept of
sociotechnical systemwhich focused on the role of workers’ relationships with each other
and with the technical systems used in their work (Emery, 1959; Trist, 1981). Most figmous
Tavistock Institute research projects were conducted in the British caagnmdustry,

which despite increasing mechanisation was experiencing low produciiaihg with

relatively high incidences of labour disputes and absenteeism (Trist, 1981). iki¢héhe
prevailing approach to management was one of increasing bureaucracy vgtnisations,
fuelled by Weber’s “ideal bureaucracy” and Taylor’s scientific apgraddreaking complex
tasks into sequences of simple tasks with each group of labour doing “the work fortwhich i
was best suited"In a South Yorkshire coalfield, the Tavistock researchers identified a “new
paradigm of work” that represented an alternative to the Weber/Taylor otgarmasanodel

in that it melded previously separate approaches to the social and technicalaiqyzadi

systems by adhering to the following principles:

1) Thework systemwhich comprised a set of activities that made dipnctioning whole, now became
the basic unit rather than single jobs into whiclvas decomposable.

! SeeOHSBoK: The Organisation (section 2)
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2) Correspondingly, thevork groupbecame central rather than the individual job énold

3) Internal regulation of the system by the group thass rendered possible rather than the external
regulation of individuals by supervisors.

4) A design principle based on thedundancy of functionsther than the redundancy of parts (Emery,
1967) characterized the underlying organizatiohdbgophy which tended to develop multiple skills
in the individual and immensely increase the respaepertoire of the group.

5) This principle of multiple skills valued ttdiscretionaryrather than the prescribed part of work roles
(Jacques, 1956).

6) The individual iscomplementaryo the machine rather than an extension of itddioy 1963).

7) This new way of working igariety-increasingor both the individual and the organisation rathe
than variety decreasing as in the bureaucratic m@aist, 1981, p. 9)

The Tavistock researchers found that sociotechnical systems analysisosssany at three
interrelated levels — the primary work system (e.g. a departmentvaresenit), the whole
organisation system (e.g. a plant or an entire corporation) and the macrosieral @.g. an
industrial sector or the media) (Trist, 1981).

Sociotechnical systems theory and principles held significant relevan@afS. They

provided the foundation for human-machine systems and system safety conceptual models
Human-machine systerframeworks were developed by ergonomists and related
professionals (human factors engineers, engineering psychologistsiveogystems

engineers) as a basis for improved design, problem diagnosis and managenstatrd sy

which humans are key elements (Sheridan, 1974; Singleton, 1967a, 1967b; Wilson, 2005). A
holistic, human-centred systems approach is intrinsic to contemporary elgsipoactice.

As defined by the International Ergonomics Association (IEA, 2000):

Ergonomics (or human factors) is the scientificigisne concerned with the understanding of the
interactions among humans and other elements ystars, and the profession that applies theoretical
principles, data and methods to design in ordeptamize human well being and overall system
performance.

System Safety as a concept arose among scientists supporting defenopdoaitiens during

the 1940s and 50s (e.g. Miller, 1954). At the same time in the public health domain, Gordon
(1949) identified the importance of interactions within a system comprisingdbkg,‘an

‘agent’ and the environment, and in subsequent decades Haddon and colleagues further
developed these and related concepts into the ‘Haddon matrix’ (Haddon, Suchman & Klein,
1964; Runyan, 1998), which influenced approaches to risk control in both health and safety
contexts. Conceptual frameworks such as these took some account of interactioes betwe
system components, but were mainly used to identify the need for design changes in
particular system elements such as equipment (e.g. Murrell, 1965) or procedurdssafat r
system operations (e.g. McGill, 1966, 1968).

System safety conceptual models gained momentum in the 1960s in the US, fmitially
response to the ‘fly-fix-fly’ approach to aircraft systems design'S(2802) and as a result
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of the 1969 publication d¥lIL-STD-882: System Safety Program for Systems and Associated
Subsystems and Equipmégtthe US Department of Defendgricson, 2006).

During the last decades of the twentieth century, progress towards focusingsgstéine as
a whole rather than its individual elements was stimulated by the rapidigeating rate of
technological development and related problems, particularly those assoathtéarge-
scale chemical processing, power generation and major aerospa@en®ogvestigations
into the causes of major disasters associated with these industritdsg@.lgree-Mile Island
Nuclear Power Plant accident in 1979), were important in demonstrating the negstdor-s
level analysis, since in each case there were found to be failures in a cwvgys®f system
elements whiclinteractedto create the disaster.

‘Hard’ and ‘soft’ systems methodologies evolved as ways to apply systemsthikkard
systems methodologies (HSM) “offered managers and management scentisans of
seeking to optimize the performance of a system in pursuit of clearly iddrgibals”

(Jackson, 2003, p. 16). They involved application of a set of techniques and procedures to
well-defined problems to ‘engineer’ the system to achieve an outcome, amdeuhcl
Operational Research, Systems Analysis and Systems Engineering metlesdblagwere
developed during or in the aftermath of World War Il. By the 1970s, however, it was
generally acknowledged among applied systems thinkers that HSMs wengext Lise for

more complex problem situations, where there were vast numbers of relevanlesaarad
interactions (Jackson, 2003, p. 21). Consequently, “soft systems thinkers abandoned the
notion that it was possible to assume easily identifiable, agreed-on goalsuliabe used to
provide an objective account of the system and its purposes” (Jackson, 2003, p. 22). Arguably
the most influential approach of this kind was Checkland’s (1981) ‘soft systems
methodology’ (SSM), which allowed for alternative perspectives to be exploretrsyally.
Khisty (1995, p. 91) referred to SSM as “an inquiring system used for tacklingidhsted,
messy problem situations in engineering and planning” and noted that, in practeeydker

a tendency for HSM and SSM to be both complementary and supplementary.

The application of quality management system concepts (see, for exdorple, 1995) to
OHS in the early 1990s in the form©HS management syste(@HSMSs) was spurred by
several factors, including:

the identification of management failings in investigations of a seriesjof ma
disasters during the 1970s and 80s (e.g. 1974 Flixborough chemical plant
explosion,1987 Zeebrugge ferry disaster, 1987 Kings Cross station fire, 1988
Clapham Junction rail crash, 1988 Piper Alpha gas explosion)

a change in legislative emphasis (see Robens, 1972) away from techniyaksafs
of decision-making and management

an OHS *auditing vacuum’ created as OHS regulatory bodies withdrew froifedeta
regulatory tasks (Hale, Heming, Carthey, & Kirwan, 1997).
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However, by the late 1990s the reduction in fatalities and injuries achieveastanleart,

with the implementation of OHSMSs had plateaued and it became clear that Haaicec
application of OHSMSs was not going to achieve the desired level of safetynpearce
(Hopkins, 2000; Hudson, 2007). Considerable OHSMS-related discussion along with the
publication of a Standards Australia guidance document and its subsequent revisions
culminated in a “pair of linked and complementary Standards...for organizations wishing
implement, develop, improve, or in some cases audit an OHSMS:”

AS/NZS 4804:2001Qccupational health and safety management systeresier@ guidelines on
principles, systems and supporting technigedhe primary Standard relevant to all organizatio
and provides general guidance on how to implentavelop and/or improve an OHSMS. This
Standard, AS/NZS 480Qccupational health and safety management syster8pesification with
guidance for usegstablishes an audit framework principally for bgehird party bodies that have
been asked by an organization to conduct an indegreraudit of the organization’s OHSMS. The
framework can also be used as a reference pointiEnnal auditing procedures. It is envisaged that
not all users of the primary Standard, AS/NZS 48@# need to use AS/NZS 4801... (SA/SNZ,
2001a, p.iv)

(SA/NZS, 2001a, p. iii)(SA/NZS, 20014, p. iii)(SAS, 2001a, p. iii)

3 Understanding ‘systems’

3.1  System and systematic

Waring and Glendon (1998, p. 50) defined a system as “a recognizable whole which consists
of a number of components or elements which are interconnected in an organized way” and
itemised the following system characteristics:

Components are perceived to be interrelated irathdbical structures.

Addition or removal of a component changes theesysind its characteristics.

A component is affected by its inclusion in theteys.

Means for control and communication which promgt&tem survival are identifiable.

The system has a boundary.

A ‘system environment’ which affects the systenmséexbutside the system boundary.

Someone ‘owns’or has an overriding interest ingystem for the purposes of understanding
and/or improving aspects of the real world.

System elements may be tangible (e.g. a safety committee, a docamatdhgible (e.g.
processes, information flows, relationships, interpersonal interactions, ealdé®liefs).

Systems have inputs, outputs, a boundary, and feedback loops that operate like a thermostat,
making the system responsive to the environment in which it exists (Meadows, 2008 (Fi

1). As noted by Meadows (2008, p. 2), the elements of a system are “interconnectédain suc
way that they produce their own pattern of behavior over time.”
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Figure 1: The components of a ‘system'modified from Flood & Jackson, 191, p. 6)

Taking the viewpoint of a system abiological entity that adapts to survive, Checkle
(1999) identified system characteristics as (1)rge@ properties, (2) a layered structure,
a process of communication and (4) a process dfalc

This notion of ‘the adaptive who is the central image in systems thinkinfi} t. must have <-called
emergent propertie§.hese are properties which make the whole entityrénthan the sum of i
parts’...The parts of a bicycle, in a sack, are singn aggregate. When assembled in the parti
strucure we call a ‘bicycl¢ that entity has vehicular potential, which is areegent property of th
whole.. [W]holes havingemergent properties may well te smaller wholes with their own emerg:
properties [i.e.Jayered structur...[l]f our entity is to surive in environments which change, it m
have available to it ways of finding out aboutatssironments and ways of responding internall
them; it must have processescommunicatiorandcontrol. (Checkland, 1999)

Systematicefers to aat of logically orderesteps that may bgart ofa g/sten (Waring,
1996). The following discussion on systems of wamnki OHS management systems indic
that what is often referred to as a ‘system’ in@#4S context is more appropriate
conceived as a systematic approacher than a systems or systethsiking approach

3.2  Systems of work

The phrase ‘systems of woifand particularly ‘safe systems of worthas its origins in th
1972 RobensReport in the United Kingdoi(Robens, 1972and the subsequeHealth and
Safety at Work Act 197WUK). Under this Act, one of the generaltigs of the employer is 1
provide and maintain healthy and safant and systems of work. Australia,jmplementing
Robensstyle legislation, enshrined trduty within OHS Actdn the various Australia
jurisdictionsand the “provision and maintenance of safe systdmgrk” is a primary dut)
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under the nationdalodel Work Health and Safety A&afe Work Australia, 2011a)(HSAs
19.3c).

Courts often cite the failure to provide and maintain a safe system of work wheaoytnog
employers in cases of work-related injuries and fatalities. What agsestior should have
constituted, a safe system of work is often clearer with hindsight. For managyet is
required to provide a safe system of work may be ambiguous. For example, it rbay not
clear whether a safe system of work refers to safe work method statejolrsafety

analyses, confined space entry permits and lock-out/tag-out proceduresieos tado with

the broader organisational arrangements for managing OHS, or all of times® thhe
Australian Standard providing guidance on OHS management systems states tha
“documented procedures and work instructions are commonly known as safe systamris of w
or standard operating procedures” (SA/SNZ, 2001b, p. 31). The indication here isghat saf
systems of work are akin to safety rules or a form of administrative covithoh the

hierarchy of controls, and apply to individual workers performing specific tasks.

Drawing on legal case history Sherriff (2011) takes a somewhat broaderatdgqpr in
defining a system of work as “a planned and co-ordinated assemblage of proeedioes
arrangements which provides the method by which work is undertaken”. South Australian
WorkCover Corporation takes a similar broad approach in their explanation:

Safe systems of work are the total set of methddgtad for carrying out the operations required in
particular workplace. They cover all aspects ofgh@loyment situation including:
the organisation of work processes
the methods of using machinery, plant and equipment
the methods of hiring labour
job training, instruction and supervision aboutassted hazards and their management
what to do when things go wrong (SafeWork SA, 2003)

Another interpretation of systems of work is that reportedly held by enginbes i that
systems of work includes hardware, and people involved with the hardware whose aetions a
guided/controlled by rule sets (procedures) for efficient and safe (heendiperation.

This identification of different elements of the ‘system of work’ refldogsgociotechnical

and ergonomics system models, which emphasise the importance of interacti@enbet
system elements ranging from micro to macro levels. However, in thecabsienidespread
understanding of such concepts and models, statements about what constitutegstesafe s
of work have the potential to mean different things to different workplace parties

Also, legal interpretation aside, the word ‘system’ as applied to safasystf work

probably reflects aystematior functional approach to controlling risk (Waring, 1996) that
may be applied by individual workers or those accountable for managing risk, and
documented in an OHS management system.
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3.3 OHS management systems
Waring (1996) described an OHS management system (OHSMS) as:

A structured systematic means for ensuring thét genheral and particular aspects of what the
organization does are effectively managed to migét $tandards of safety and health.

As defined inAS/NZS 4801:2001 Occupational Health and Safety Management Systems —
Specifications with Guidance for Ussn OHSMS is:

That part of the overall management system whicluites organisational structure, planning
activities, responsibilities, practices, procedupgscesses and resources for developing,
implementing, achieving, reviewing and maintainihg OHS policy, and so managing the OHS risks
associated with the business of the organisatigfS[SZ, 2001a, p. 4).

These definitions are compatible in that both focus on the purpose of the system (i.e. to
effectively manage OHS risks within organisations) and refer toragsiteapproaches to risk
control (Borys, 2001).

AS/NZS 4801SA/SNZ, 2001a) presents five principles that underpin an OHSMS:

Organisational commitmertnd policy— refers to senior management’s

commitment to the goals of the system; this commitment is manifest in tiog, poli
which formally describes the goals of the organisation with respect to OHS, and is
continually reiterated by the things that management pay attention to andeneasur
The rest of the management system is developed as a means to achieve tle¢ goals s
out in the policy.

Planning —describes how the organisation intends to achieve the goals described in
the policy. The process includes gathering information about the outer and inner
contexts and defining the system boundary. It involves allocation of human and
financial resources and describes how the organisation will judge its panfcem
Implementation -describes the systematic approach that the organisation takes to
managing its risks, particularlyith respect to the operations of the organisation.
Each risk encountered by the organisation must be controlled as part of the system
implementation.

Measurement and evaluatiordescribes the feedback loops that the organisation
uses to determine if it has achieved its goals. This part of an OHSMS desdrdtes w
gets recorded and reported and how performance is reported back to senior
management. It provides the data for the governance review.

Review and improvementloses the loop on whether the management system met
the requirements of the policyhis is an important component of corporate
governance.
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In addition, OHSMSs need to be responsive to the environment. As indicated in section 3.1,
the system boundary determines what is inside and outside the system (i.e. asdhoeter
environments, or contexts) (Waring, 1996; Waring & Glendon, 1998) (Table 1). An in-depth
knowledge of the inner and outer contextual factors is necessary before an OHSMS ¢
designed to suit a particular organisation.

Table 1: Outer and inner contexts that influence an organisational syster\aring,
1996)

Outer Context Inner Context
Legislation - Business policy and goals
Public policy - Organisational structure
Economy - Decision-making processes
National standards - Technology adopted
Technology - Information flows
Trade union policy - Resource necessity and allocation
Social culture - Organisational history
Community concerns - Power relations
Risk perceptions - Risk perception
Community history - Organisational and safety culture

Furthermore, when changes occur in the outer or inner contexts (e.g. newidegiskeanges
in community attitude or the introduction of new hazards to the workplace), a pracgss m
be in place to detect these changes and to determine the impact on policy and on
implementation of the management system.

The limitations of OHSMSs have been noted by many (Hopkins, 2000, 2007; Reason, 2000).
Certainly, an OHSMS is not a panacea for OHS issues, and the written documents do not
guarantee legal compliance or a healthy and safe workplace. Howeved SiiSOdoes

provide a method for collecting and keeping up to date the organisation’s espoused methods
for providing safe and healthy systems of work. It provides written matieatfacilitates

training, encourages communication and makes it possible to determine if theatigamns
following its own processes.

While there is no legislated requirement for OHSMSs in Australia, the nakftmusEl Work
Health and Safety A¢Bafe Work Australia, 2011a) requires persons conducting a business
or undertaking (PCBUSs) to “ensure, so far as is reasonably practicabdtealtieand safety

of workers” WHSAs 19.1).
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To identify what is or was reasonably practicalll®fthe relevant matters must be taken into
account and weighed up and a balance achieveailhatovide the highest level of protection that
is both possible and reasonable in the circumsta®a&fe Work Australia, 2011b, p. 2).

The documentation, implementation and monitoring of an OHSMS can demonstrate that “all
of the relevant matters [were] taken into account and weighed up and a balaeaeedathi

Also, the OHSMS reporting, auditing and review processes provide a formal method f
meeting thaVHSArequirement for PCBUs and “officers” to exercise “due diligent¢HEA

s 27). Unfortunately, while the absence of a documented OHSMS would severely haenper du
diligence and corporate governance, its presence does not guarantee a saitttgnd he
workplace. The documentation is a system component, not the system itself.

3.4  Systems thinking in an OHSMS context

As indicated in section 2, systems thinking, or treating organismbas entities, emerged

in the 1940s in response to the limitations of mechanistic or reductionist thinking (Flood &
Jackson, 1991). Systems thinking can assist in preventing the documented OHSMS from
becoming misaligned with the way work is actually done. As a result of thecinberaf
system elements, a system produces its “own pattern of behavior over timelb(idea

2008). As, for example, motion emerges from the interaction of elements of a velattley he
and safe workplaces emerge from the interaction of elements of the ongalssgatstems

(i.e. from the way that technology, equipment, processes, management commitrheset, cul
and people interact to perform the functions of the organisation). While examining each
element is useful and informative, it provides limited information about the overall
functioning of the system.

Developed by Stafford Beer in the 1970s, the management cybernetics ViablasSyst

Model (VSM) offers some insight into how to structure an OHSMS (Tepe & Haz€P).

A viable system is one that will achieve its ends, respond to its environment and continue int
the future; its elements are bound together by information flow (Grantham & G@g;, 2

Tepe & Haslett, 2002). Stephens and Haslett (2011) applied Beer's VSM principles to
construction of the PICCO strategic management framework:

Policy (P),which describes what the organisation intends to do and achieve. While
this is similar to the policy described A8/NZS 480{SA/NZS, 2001a), a viable
system policy must be specific to the organisation and clear about what is to be
achieved. This policy may be documented, spoken or tacitly understood.
Management commitment is manifest in the policy and the way management
communicates it.

Intelligence (l) and responsiveness to the environment, which refers to knowing
what is happening in the environment that will affect the ability of the ordgammisa

to achieve its policy, and determining how the policy may need to change in
response. This could be related to legislative changes, community concergeschan
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in technology, changes in corporate commitments or even changes in the weather,
depending on what is trying to be achieved with the system.

Control (C), which refers to the resources (human, technology and financial)
needed to achieve the policy; this is often called the resource bargain. Congwol is a
about how the organisation will judge the performance of the system. With respect
to an OHSMS, this is about budgets for safety, as well as access to people and how
they spend their time.

Coordination (C), which concerns the things that need to be coordinated across all
aspects of the organisation, such as training, scheduling, approaches to psocedure
and documentation. The documentation of an OHSMS should be part of a
coordinated approach shared across all the operational groups of an organisation.
The specific approach to each hazard should be adjusted for each operational group.
Operations (O), which is what the organisation does (e.g. manufactures things,
provides services). Operations must make the policy happen and report back to the
policy makers about how resources have been used to implement the policy.

A sixth element — Evaluation (E) — can be added to the PICCO framework:

Evaluation (E), which involves assessing whether the operations achieved the
policy outcomes. This monitoring closes the loop on the governance cycle as the
organisation determines if it achieved its policy in practice.

While these elements are consistent with the OHSMS principles identifés/NZS 4801

(i.e. organisational commitment and policy, planning, implementation, measurement and
evaluation, review and improvement) (SA/SNZ, 2001a), the viable system takes a broade
view of what environmental information must be monitored and shared within the
organisation, and puts less emphasis on system documentation. Also, Beer's VSM includes
the following aspects that are not particularly well addressed in most OBISMS

Algedonic signa(AS): A viable system must have a way of knowing when the

policy is not working. The AS is the feedback process within the system that
indicates that the system is performing outside the expected performiica. dt

Is certainly an emergency signal, but can also signal when things age goin
exceptionally well. When the AS is activated all policy concerning what &Hoeul

done, how it is controlled and coordinated, operationalised and evaluated is changed
to reflect the needs of the emergency.

Requisite varietyAshby’s (1956, p. 207) law of requisite variety states that “only
variety can destroy variety.” To control a complex system, thereforeathe

degree of variety that is present in the system must be able to be commanded and/or
the degree of variety in the system must be reduced. This requisite variety of
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controls complements and extends the OHS concept of the hierarchy of controls;
while one should control a hazard with the highest level from the hierarchy, there
must be the requisite variety of controls to control other possible statewliéegan
engineering control may be appropriate, complete control will also recaiment,
maintenance, procedures, personal protective equipment and mitigating gontrols
Recursive structure'a viable system always contains and is contained in another
viable system” (Stephens & Haslett, 2011, p. 431). Each organisational unit able to
make decisions in response to its environment must be a viable system. This implies
that a viable OHSMS must have all the elements of an OHSMS at each level of
hierarchy within the organisation, from its smallest autonomous workgroup (its
smallest viable system) to its international corporate centre. The higbty ¢ the
organisation become part of the ‘environment’ in which the lower levels work.

A viable system approach focuses on ensuring that the purpose of the system ancheach of t
subsystems is known, that appropriate information is shared and consultation octurs; tha
management commitment is widely communicated, that each operational uhi¢ has

elements of the viable system (PICCOE) and recognises how to control thte tis&s own
operations, and that appropriate measures of perforfmareeontinually monitored to

evaluate the state of the system.

A viable system approach is particularly relevant for complex organisatitmsnany
different activities. Because it focuses on providing and receiving infamatihas a strong
human aspect and its function is closely linked with organisational culture.

3.5  System safety

‘Safety’ as interpreted in this OHS Body of Knowledge is about the prevention and
minimisation of work-related fatality and injury (with the implication tlne tH' in OHS is
about prevention and minimisation of disease and ill-health). System safetyifi@sent
focus in that it is about the safety of the ‘system’ to ensure operational outctichs w
would usually include the safety of people.

‘System safety’ has been defined as:

The application of engineering and management iplies; criteria, and techniques to optimize all
aspects of safety within the constraints of opersti effectiveness, time, and cost throughout all
phases of the system life cycle (USAF, 2000, p. vii

The US Department of Defence (DoD) and their contractors are among thestabBskeed
users of the system safety approddh.-STD-882D: Standard Practice For System Safety
(DoD, 2000, p. ii) addresses the “management of environmental, safety, and health mishap

2 SeeOHS BoKThe Organisation
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risks encountered in the development, test, production, use, and disposal of DoD systems,
subsystems, equipment, and facilities.” This safety system approachwaldelisused by

major companies and public utilities with key industries being aerospaoa)ative,

aviation biomedical, business and finance, chemical, computers and software dentlopme
energy generation and distribution, as well as the military (SSS, 2002).

The objectives of a System Safety Program as defined by the US Air$afatg Centre are
to ensure that:

a. Safety, consistent with mission requirementiegigned into the system in a timely, cost-effectiv
manner.

b. Hazards are identified, evaluated, and elimohade the associated risk reduced to a level
acceptable to the managing activity (MA) throughidngt entire life cycle of a system.

c. Historical safety data, including lessons ledrftem other systems, are considered and used.

d. Minimum risk is sought in accepting and usingvnikesigns, materials, and production and test
techniques.

e. Actions taken to eliminate hazards or redudetdsa level acceptable to the MA are documented.
f. Retrofit actions are minimized.

g. Changes in design, configuration, or missiouitegnents are accomplished in a manner that
maintains a risk level acceptable to the MA.

h. Consideration is given to safety, ease of diash@nd demilitarization of any hazardous materials
associated with the system.

i. Significant safety data are documented as “les$earned” and are submitted to data banks, design
handbooks, or specifications.

j- Hazards identified after production are minindiz=onsistent with program restraints. (USAF, 2000,
p. 27)

The International System Safety Society (New England ChapteBnteesthe following list
of potentially overlapping tasks in a System Safety Program:

System Safety Program Plan
Preliminary Hazard List

Preliminary Hazard Analysis

Health Hazard Assessment

Safety Requirements/Criteria Analysis
Subsystem Hazard Analysis

System Hazard Analysis

Operating and Support Hazard Analysis
Safety Assessment

Safety Review of ECPs [Engineering Change Proph$ecification Change Notices, Software
Problem Reports

Requests for Deviation/Waiver

Safety Verification (SSS, 2002, p. 22).

A primary manifestation of such a program is the System Safety Pro¢mariSSPP)which
is a detailed description of the planned tasks and activities expected when iniplgrae
System Safety Program (SSS, 2002). The following is a description of the SSR$ and i
phase-oriented approach as documented by the International System Sagdty Soci
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The SSPP includes organizational responsibilitespurces, methods of accomplishment, milestones,
depth of effort and points of integration with atlpeograms, engineering and management
activities, and related systems. In its initialggts, it provides a basis of understanding for tiogh
contractor and the [client], describing how thetegssafety program will be accomplished...

The purpose of the SSPP is to establish direcsiod,control monitoring and validation for the syste
under analysis. It defines the participants ofgafety program and their responsibilities, which
minimally include:

Defining safety requirements
Detailing safety analysis techniques
Outlining hazard and assessment criteria.

An SSPP also describes safety analysis and tesitigods. All personnel and equipment hazards that
could possibly be encountered need to be identiftasiill provide solutions for either elimination
of the hazard, or mitigation to an acceptable lewé&h consideration given to time and cost
parameters. The goal of the SSPP is to ensursdfetl is an integral part of the system design.
The plan details the System Safety Program'’s orgdioin, implementation procedures and
compliance to standards, as well as its compliamather system safety plans.

Safety issues need to be continuously identifieduchented, tracked and resolved. This process of
hazard analysis must persist throughout the lifdecgf the plan. The SSPP dictates what type of
closed-loop system (generally a database) to usbtton information that will eliminate, or
mitigate to an acceptable level, all identified dvas. This system will contain the hazards from
your preliminary hazard list, the initial hazardkrindex (HRI), the mitigation recommendation,
the target HRI and the final HRI after mitigati¢8SS, 2002, pp. 12-13)

The Subsystem Safety Hazard Analysis (SSHA) component of the Systeiy Raigram
includes determination of:

Possible modes of failure that include reasonabiean error, as well as single point and common
mode failures, and the effects on safety whenlaréabccurs in subsystem components

Potential contributions of hardware and softwarents (including those developed by other
contractors/sources), faults and occurrencesifapgoper timing) on the safety of the subsystem
Satisfactory fulfillment of safety design critefiathe hardware, software and facilities
specifications

Hardware, software and facilities design requiretsi@nd corrective actions, such that they do not
impair or decrease the safety of the subsysteintrmduce any new hazards or risks

Detailed safety design requirements from top-leleiin through the design specifications for the
subsystem (the Preliminary Hazard Analysis andtg@aequirements Criteria Analysis should
also be included in the analysis to ensure thaethequirements are met)

Safety test plan and procedure recommendatiomgdgriate into the hardware and software test
programs

Analysis of system-level hazards attributed tosthiesystem, and the inclusion of adequate
controls of the potential hazard in the designSS®02, p. 16)

Analysis processes may include:

Fault Tree Analysis (FTA)

Failure Modes and Effects Analysis (FMEA)
Event Tree Analysis

Cause/Effect Analysis

Safety Requirements Criteria Analysis
Single Point Failure Analysis

Common Mode Failure Analysis

OHS Body of Knowledge Page 13 of 21
Systems April, 2012



Software Hazard Analysis

Electrical/electronic failure assessment (including sneak cizoaitysis)
Radiation Hazard Analysis

Electromagnetic Radiation Hazard Analysis

Threat Hazard Assessmé&(Modified from SSS, 2002, p. 16)

While the terminology concerning systems safety and SSPP would be famfiaretrican
engineers, it can be readily translated into the more familiar hazardimimn, risk
assessment, and risk control consistent with Australian usage. The SSP, aft tilee
facility or plant level would be consistent with the development of a SafetyaSasguired
as required by Work, Health and Safety legislation on major hazard facilities.

3.6 System variability

Despite the rigorous assessment of hazards and risks associated with mgleyx com
technological activities and their incorporation into OHSMSs, accidents stilf.oEhe
increasingly complex nature of sociotechnical systems led to Perrow’s 19&&sogdthat
accidents should be considered natural occurrences rather than abnormal and unusual
phenomena” (Hollnagel, 2004, p. 140). Hollnagel (2004, p. 141) described Perrow’s
assessment of the growing complexity of systems:

Complex systems consist of multiple parts that ddpen each other, and there is only a limited
possibility of delaying processes or in carrying actions.

Actions must generally follow in invariant sequere®l there is often only one method to
achieve a goal.

There is limited possibility of slack or of substihg supplies, resources or personnel.

Buffers and redundancies exist only as they haea kesigned into the system, and cannot be
adjusted to fit unforeseen demands.

“Tight couplings” (i.e. restricted time to respond to process events) combitiedracess
intractability (i.e. the ability of operational management to understand whapening at
any point in time) of system components result in systems that are increasificyilt to
operate and manage (Perrow as cited in Hollnagel, 2004), and do not deal well with
variability, which Hollnagel (2004, p. 141) maintained is a “necessary conditiolnefor t
proper functioning of systems.” Conversely, “loosely coupled” systems have eiffslack
to absorb variability of inputs and demands, and more readily accommodate human
interaction. Variability may arise when people who operate systemsdavake
compromises to meet process demands in ways that are not anticipated and often not
understood by the designers of the system. Human performance is inhereatiie\aanrd
approximate; it is this variability that is responsible for successfuhtiparof workplaces as

3 While ‘Threat Hazard Assessment’ is derived fréwa military it is being used in non-military envinments
to identify hazards and assess risk associatedpettintial terrorism events.
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well as accidents. Thus accidents (and hazards) are emergent propekigesarfrial
variability of complex sociotechnical systems (Hollnagel, 2004).

Performance variability is not the same as human error: “On the contrary gitlecessary
condition for the proper functioning of systems of even moderate complexity” (Heljnag
2004, p. 141). Variability is deliberate and purposeful and comes from the need to be
adaptive in a constructive manner. The system demands variability becaugwitging
over time and, given the many subsystems, most likely on several timesscaldaneously.
Hollnagel (2008) identified the sources of performance variability as:

Inherent variability (psychological/physiologicdignomena)

Ingenuity and creativity — adaptability (overcomicgnstraints and under-specification of processes)
Organizationally induced performance variabilitye@ting demands, stretching resources)

Actions based on expectations (of what others ldawne or will do)

Socially induced variability (meeting expectatioimprmal work standards)

Contextually induced performance variability (penfiance conditions).

While in the past we have tended to look for negative aspectsfofmpance deviations or
‘errors,” performance variations are now perceived as potengialiitive and often essential
(Hollnagel, 2004). According to Dekker (2005, p. 139):

Safety results from people being skillful at judgivhen and how (and when not to) adapt
procedures to local circumstances. For progresafaty, organizations must monitor and
understand the reasons behind the gap betweendureseand practice. Additionally, organizations
must develop ways that support people’s skill dgjng when and how to adapt.

Thus it is the context within which the system operates that determinedeheadx

variability demanded. As discussed in section 3.3, an organisational system recedl g

outer and inner contexts (Waring, 1996). Key inner-context elements include oigaaisat
structure and culture. Reason (as cited by Borys, Else & Leggett, 2009, p. 20) conteinded tha
an overreliance on systems and insufficient understanding of and emphasis on workplace
culture, can lead to failure because “it is the latter that ultimatetyrdetes the success or
failure of such systems.” Recent research into the reasons for sucesssades low

numbers of serious mishaps in some complex systems such as aircraft,qauglerar power
stations and air-traffic control operations has focused attention on “mindfutdbgde

(Hopkins, 2008). It appears that High Reliability Organisations (HRO) araatbased by
“collective mindfulness” (Weick & Sutcliff as cited in Hopkins, 2008). Colledsivaindful
organisations are well defended; they are better equipped “to cope with unpsespeaes

in an optimal manner” (Reason, 2008, p. 240). Mindful leaders are constantly worried about
the possibility of failure, reluctant to draw quick conclusions, and sensitive topghaence

of people in the workplace and encourage them to speak up. Mindful organisations exhibit
“chronic unease” and are aware that despite normal functioning, danger lurkstmeelow
surface. They are able to detect warnings especially from weakseymd they respond

strongly to them. They detect variability and respond to it appropriately (Hopkins, 2008).
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However, as discussed, failures cannot be prevented by eliminating perforragabdity
(Hollnagel, 2004). Rather, risk and safety analyses should try to elucidate the itxanébil
normal performance and identify conditions that may lead to both positive and adverse
outcomes. Borys, Else and Leggett (2009) suggested that we are entering ave' ad@@dt
that:

...requires an acceptance by organisational leadetgtbups of workers may, through interaction
with one another and the tasks they perform toggih¢he context of the sociotechnical system],
create their own shared meanings about whatdtwgork safely....In some organisations (systems),
adapting may be a pre-requisite for safe performavttlst in others it may be disastrous...[Thus] the
adaptive age [is not] a ‘free for all’, ratheréiquires a more demanding standard of attentiortirggu

in a more subtle, nuanced and refined appreciatittow OHS is managed that embodies the
capacity to be adaptive rather than rule bound.

This involves providing workers with the skills necessary for judgiign adaptation is
good for safety and when it could result in fatalities, injuaad disease (Borys, Else &
Leggett, 2009).

The design of processes and the writing of procedures by non-operations personnel for
operational implementation that requires variability and adaptability aftrits in a gap
between work as imagined (by non-operations personnel) and work as performed,(Dekker
2006; Dekker & Suparamaniam, 2005). This is referred thitis' Borys, Else and Leggett
(2009, p. 25) maintained that “people at all levels of the organisation need to be able to
distinguish between drift that is adaptive and improves organisational perfofraadagrift
that exposes people to risk. The solution to drift is not to further restrict perfemanc
variability, but to monitor and detect drift toward failure (Borys, Else & letig@009). Such
drift may be detected by warnings. Traditionally, ‘near misses,’ or psaogerruptions
constituted warnings; however, more contemporary views suggest that there shetdduse
on ‘weak signals’ that indicate that drift is occurring and that a stropgmss is required
beforenear misses and injuries occur.

As Hollnagel (2004) suggested, “accidents result from unexpected combinations af norm
performance variability.” Because variability is an “efficiestbproughness trade-off,” we
cannot separate variability in actions from performance (see Hollnagel, 2008)the
boundary between the zone of acceptable variability and the warnings zone istyinaeali
boundary between optimal and suboptimal performance.

The avoidance of a ‘drift into failure’ is an appropriate goal for organisaisisng to
become more ‘resilient.” This may involve “making the gap between work asnietagnd
work as actually performed visible because the more the gap remains hiddeordéHiely
it is that the organisation will drift into failure” (Borys, Else & Legg@009, p. 26).
According to Dekker and Suparamanian (2005), “the larger the distance betwedmwack

* SeeOHS BoKGlobal Concept: Safety
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and work-as-imagined, the less likely it is that people in decision-makinggmssare well
calibrated to the actual risks and problems facing their operation.”

In an environment where we know that variability is not only natural but necessary,
conceiving safety as a reduced number of adverse events is not helpful.dadild to the
conclusion that negative outcomes are caused by failures and we will lirgiteate failures,
which are unpredictable and rare. Instead, we need to conceive safety aktyhte abcceed
under varying conditions, and recognise drift and act on warnings to improve otigaaisa
resilience (Hollnagel, 2008).

4 Implications for OHS practice

Thinking about systems in their wider context is an important process for OHSspoés.
The design of OHS interventions needs to be considered not just in terms of a specific
procedure or piece of plant (i.e. the system elements), but also how these tgisientse
interact as part of a whole.

While a systems approach to OHS requires the OHS professional to consider the whole
lifecycle of the system, some systems techniques work better aedifitages of a system’s
lifecycle. System Safety is a powerful approach for detecting hazaddssés associated

with a proposed system at the design sta@entrols for these risks can be documented and
integrated into the operation of the system; this information can be recorded kiSan O
management system. The OHSMS can also document the system of work, including safe
operating procedures, and the manner in which system function is judged (e.g. which
operating parameters need to be monitored to determine if the system isigpatattively
and safely).

OHS professionals need to be mindful of system variability and the need to be adaptive
System evaluation involves monitoring the operating parameters, perhaps thrauldistshe
and auditing the system elements and interactions. The results are maaideat@ihe

policy makers and system designers who use this data to determine if thesir syst
achieving what they set out to achieve. This cycle provides a governance process for
organisations to show that they have safe systems of work.

The PICCOE model provides a useful framework for checking whether a sgsteable;

that is, whether it is able to adapt to environmental conditions and achieve its interided goa
By asking the right questions about a system, a subsystem, a work procedure orda planne
OHS intervention, an OHS professional can detect whether all the systeemeddrave been
addressed and if information flows are adequate (Table 2).

® For a discussion on Safe Design, €#¢S BoKControl
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Table 2: Example use of the PICCOE framework for viable systems

P I C C @) E
Policy / Intelligence / Control Coordination Operations Evaluation
Planning Environmental
Scan
What are we | What do we What What needs Just do it. What do we
going to do? need to know? | resources and | to be need to
accountability | coordinated: Use the measure or
are needed? schedules, resources to | check to
training, accomplish know if we
information the policy. succeed in
flow, the short
procedures, term, in the
access to longer term?
equipment?
Is What is going How will we Who else Algedonic Did we get
management | on around us measure our needs to Signal: the right
committed to | that may success? What | know; when What will it performance
making this influence our performance and how? look like if it | outcomes?
happen? outcomes? indicators goes wrong?
should we How will we
use? know?
S Summary

Systems thinking and systems methodologies developed from the late 1940s; theitiapplic
to OHS evolved from approaches based on human-machine systems and system safety.

Safe (and healthy) systems of work became a legal requirement with thenenpéon of
Roben’s-style legislation and are enshrined in current OHS legislation tralaiswWhile

there is lack of clarity as to what constitutes safe systems of workiyidnggonsidered to be

a systematic, or logical ordered, approach to controlling all OHS risk, whichlweudlly

be documented in an OHSMS. Although OHSMSs are not a legal requirement in Australia,
they are important in demonstrating that at least some of the “reasonalbiggbiat steps

have been taken and some degree of “due diligence” has been applied. OHSMSs have
limitations that may be due, in part, to their ‘systematic’ nature as opposadola

systems’ approach in which the interaction of the elements as part of the vautdiebs the
focus. Also, limitations of OHSMSs may be due to heavier emphasis on the ‘tédchnica
component of ‘sociotechnical systems’ than the ‘socio’ component (or human physical a
cognitive limitations and capacities). Some aspects of these deficianeiaddressed by

recent discussions of organisational culture and OHS. However, much remains to be done.

Systems thinking and the PICCOE framework of the Viable Systems Model éffe@aQvay
to structure systems so that the interaction of the elements is considpegtiaithe whole.
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Systems thinking highlights the ‘algedonic’ or warning signal, requisite varetya
recursive structure as important features of system design.

OHS professionals need to recognise that variability is inherent in the cosggietechnical
systems in which they work. Not only is human performance variable, but systerasdle
variability that is adaptive and purposeful as part of survival. This variabilitgtithe same
as the ‘failures’ and ‘errors’ that are seen to contribute to accidents. Suoksfaannot be
prevented by eliminating performance or system variability; instead, @ét®sses should
try to elucidate the nature of variability (or drift) and identify conditioras thay lead to both
positive and adverse outcomes.

This chapter has reviewed the use of systems terminology and some sysdechatistems
methodologies that are relevant to OHS. It advocates a broader approachng sy€éiS
that is inclusive of the concept of system variability and that, consistdntheifperspective
advanced by Borys, Else and Leggett (2009), transcends earlier approabbas wit
discounting them.
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